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Phoenix Technology Policy

[bookmark: _GoBack]PCA students are NOT allowed to: 
· Enter into or initiate an Internet chat session using Instant Messenger, Yahoo Messenger, etc., unless specifically granted permission by a staff member for class. 
· Have any food or drink while using a laptop or Academy desktop or other computer provided by PCA; 
· Download any music files or photos over the Internet unless specifically granted permission by a staff member and for a class assignment or project; play games online; login to Facebook, Instagram, Tumblr, or any other social media sites.
· View web sites not directly related to a classroom assignment unless specifically granted permission by a staff member and for a class assignment or project; 
· Waste or take supplies, such as paper, accessories, mice, disks, etc;
· Use inappropriate language while using our school network of computers to transmit a message of any kind; 
· Illegally copy documents, software, and other materials; 
· Allow others to use their network accounts. Network storage areas should be treated like lockers. Designated school personnel may review files and communications to maintain system integrity and insure that the system is being used responsibly. Users should not expect that files stored on school file servers will always be private. 
· Send hate or harassing or mass e-mail. Receipt of inappropriate mail should immediately be reported to a teacher or administrator. Encryption is not permitted. 
· Post personal information about one’s self or another person on a non-school website, including such items as residential address, telephone number, or certain school information; 
· Use the PCA network and Internet connection for commercial purposes; steal computer hardware components, tamper with a computer or software, pirate software residing on school computers; attempt to gain unauthorized access to any computer that is a part of the Internet including file and web servers. 
· The act of simply probing another computer to find computer security weaknesses is considered an illegal activity; PCA students are NOT allowed to attempt to disrupt normal computer operation or network operation in any fashion so that users are limited or stopped from accessing other computers on the network (including the Internet). Activities such as downloading a virus onto a computer or spreading a virus over a network of computers constitutes an illegal action. 

Consequences for violations of the technology policy will be determined at the discretion of the Head of School and Director of School Culture. 
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